- Patrick Petersson
ﬁ CEOICIO In Kooperation
= HEXCOM UG

- ‘*"‘ Tel.: +49(0)89-35852970 ADMIN
HEXc‘:u mail@hexcom.de www.admin-magazin.de

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)



mailto:mail@hexcom.de
mailto:mail@hexcom.de
mailto:mail@hexcom.de
mailto:mail@hexcom.de
mailto:mail@hexcom.de

Uberzeugung und Glaubwiirdigkeit, wir bringen es auf den Punkt
Wir sind praxisnah und polarisierend, weil wir gegen Mainstream sind.

Wir bieten Nachhaltigkeit und Messbarkeit, weil wir lieben was wir tun.

Dann besuchen Sie uns doch einfach unter www.hexcom.de

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)

Vortrige

ZT1 Tekwcom

TamoSoft
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HE)QoM AGENDA

I.) Wireless Life Cycle

Il.) Netzwerk Design

>> Erwartungen an einen Netzwerk — Designer.

>> Wireless Standards.

>> Wireless Kanale.

>> 802.11n im Fokus.

>> Arbeitsweise einer WLAN Planer Software (Ekahau).

lll.) Bereitstellung und Verifikation

>> Erste Schritte fiir die Bereitstellung eines Wireless Netzwerkes.
>> Spektrumsanalyse.

>> Arbeitsweise einer Wireless Site Survey Software (TamoGraph).

IV.) Troubleshooting und Management

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) ADMlN

www.admin-magazin.de



Lebenslauf eines Wireless Netzwerkes

\ /] - - ~ - 5 AN

Netzwerk Design Bereitstellung Troubleshooting

,Wie erstelle ich ein High-Performance Netzwerk” . un d Vlflkatn ‘ un d M d nage ment

etZzwerk a ANUNSCN

# Definierung der Anwendungen. # Uberpriifung der Leistungsfahigkeit. Lésen und managen von Themen wie:

# Definierung der Flachenabdeckung. # Uberpriifung der Flichenabdeckung.
>> 802.11a/b/g/n Fragen.
>> UbermiRige Stdrungen.
>> Richtige Standortwahl von Access Points. >> Kontrolle von Einstellungen u. Ausrichtungen der APs. >> Rogue APs und Broken Aps.
>> Richtige Bestimmung der Access Point Einstellungen. >> Durchfiihrung von Lasttests und Sicherheitstests. >> Interferenzen und Abstrahlungen.

Emulieren vor dem Installieren! Planung zusatzlicher Kapazitaten! Sicherstellen der Funktionalitat!

ADMIN
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Netzwerk Design

»Wie erstelle ich ein High-Performance Netzwerk”

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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HE&OM Netzwerk Design

Was ist von ein Wireless - Designer zu erwarten?

# Die bestmogliche WLAN Leistung ist zu errechnen:

>> Netzwerkleistung fiir eine Vielzahl von Anwendungen optimieren.

>> Die Minimierung von Kanaliiberlapungen und Kanalstérungen.

>> Bestimmung der Menge, Typ und Ausrichtung von Access Points und Antennen.

# Uberpriifung der Installation ,,Funktionalitit“.
# Vollstandige Dokumentation des Netzwerkes.

Praxisbeispiel

Universitats — Campus
10.000 User --> 265 Gebdude --> 6.000 Access Points 802.11n

# Readyness fiir Multi-channel und IP-based video (IPTV) over wireless..
# Erhohtes Traffic aufkommen durch Social Media und File Sharing unter Studenten.
# Horsélle (10) missen die Wireless - Kapazitdt von 600 Usern gleichzeitig besitzen.

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) ADMIN
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Netzwerk Design

»Wie erstelle ich ein High-Performance Netzwerk*

Wireless Standards und Wireless Kanale

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)




HEXCon

Netzwerk Design

Datentransfer:

brutto 54 MBit/s (netto maximal 50 %).
Frequenzband:

5 GHz (seit 13. 11. 02 freigegeben - lizenzfrei).
Modulationsverfahren:

OFDM (Orthogonal Frequency Division Multiplexing).

Datentransfer:

brutto 54 MBit/s (netto maximal 40 %).
Frequenzband:

2,400 bis 2,4835 GHz (lizenzfrei).
Modulationsverfahren:

OFDM und DSSS.

1999(802.11a) ->> 1999 (802.11b) ->>

Datentransfer:

brutto 11 MBit/s (netto maximal 50 %).
Frequenzband:

2,400 bis 2,4835 GHz (lizenzfrei).
Modulationsverfahren:

DSSS (Direct Sequence Spread Spectrum).

Datentransfer:

brutto 600 MBit/s.

Frequenzband:

2,400 bis 2,4835 GHz (lizenzfrei), auch 5 GHz.
Modulationsverfahren:

MIMO Technologie.

2003 (802.11g) ->> 2009 (802.11n)

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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WLAN-Kanalraster im 2,4-GHz-Bereich

|/ L ExdaAat £ 1 wbald & | N
: y Kanal 5 >< Kanal 9 ; Kanal 13 >
N | N T § 7 ¥ 1§
; Kar:al 6 : Kan;zl 10 : >
: T 4 ¥isF T &1 & 1
Kanai7 X Kan én s >
—Ranars— >( Rz >
| f 1 J¥INT ] Tl ]
- — e
Frequenz |
MHz] | 2407 | 2417 | 2427 | 2437 | 2447 | 2457 | 2467 | 2477 |
2.402 2.412 2.422 2.432 2.442 2.452 2.462 2.472 2.482

WLAN-Gerate nutzen im 2,4 GHz-Bereich die Kanale 1 (2,412 GHz) bis 13 (2,472 GHz). Nachdem WLAN eine Bandbreite von ca. 20 bzw. 40 MHz nutzt, der Abstand zwischen

benachbarten WLAN Kanalen jedoch nur 5 MHz betragt, uberlappen sich benachbarte Kanale Be| einer Bandbrelte von 20 MHz sind daher nur 4 (und nicht 13) Kanale praktisch
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www.admin-magazin.de



-~
HE&OM Netzwerk Design

WLAN-Kanale im 5-GHZ-Bereich
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Frequenzi | ¢ | | | | . TEERELEEEE
Miz) | 550 | 552 | 550 | 550 5580 | 5600 | 560 | 5640 | 5660 | 5680 | 5700

5.490 5510 §.530 5.550 5570 5.590 5,610 5630 5650 5670 S.GIQO 5710

Typische WLAN-Gerate unterstiitzen die Kanale 36 (5,18 GHz), 40 (5.20 GHz), 44 (5,22 GHz) und 48 (5,24 GHz),

manche Gerate unterstitzen dariiber hinaus auch die Kanile 100 (5,50) 104 (5,52) 108 (5,54), 112 (5,56), 116 (5,58), 120 (5,60), 124 (5,62), 128 (5,64), 132 (5,66), 136 (5,68) und 140 (5,70).
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Vor- und Nachteile der einzelnen WLAN Kanale

2,4-GHz-Vorteile
5-GHz-Vorteile

>> Gebihrenfreies freigegebenes ISM-Frequenzband.
>> Keine aufwandigen Spektrum-Management-Funktionen

wie TPC oder DFS nétig, um volle Ausschopfungen zu ermaoglichen.
>> Hohe Verbreitung und geringe Geratekosten.

>> weniger genutztes Frequenzband ,storungsarmerer Betrieb”
in Deutschland insgesamt 19 nicht Gberlappende Kanale vorhanden.

>> hohere Reichweite, da in Zusammenhang mit 802.11h bis zu 1000 mW
Sendeleistung maoglich ist.

5-GHz-Nachteile

2,4-GHz-Nachteile

>> Starke Regulierungen in Europa: auf den meisten Kanalen ist
DFS nétig; auf einigen Kanalen kein Betrieb im Freien erlaubt;
falls kein TPC benutzt wird, muss die Sendeleistung reduziert sein.

>> Frequenzband muss mit anderen Funktechniken geteilt werden.
(Bluetooth, Mikrowellenherde, Babyphones, etc.).

>> Storungsfreier Betrieb von nur maximal 3 Netzwerken am

ADMIN
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Netzwerk Design

»Wie erstelle ich ein High-Performance Netzwerk*

802.11n Performance im Fokus

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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MIMO (Multiple Input Multiple Output)

Systeme mit mehreren Eingangs- und Ausgangsgroflen”

Unterscheidung in technischen Kategorien: ‘ ))) ‘
- . : ) : SISO Tx Rx
Systeme, die Uber genau eine Eingangs- und eine AusgangsgroRe bzw. -variable
verfligen, werden als -System (Single Input Single Output) bezeichnet.
Verflgt ein System Uber mehrere Eingangs- und Ausgangsgrélien, ))) |
spricht man von einem -System. .
SIMO Tx [ : Rx
Analog werden auch die Begriffe (Single Input Multiple Output)
und (Multiple Input Single Output) verwendet.
P I}
Berechnung der Kanalkapazitat MISO Tx n_TD) Rx
Cy ~ min {nr,ng}log, (1 + p)
D
C = log, [det(L P gH" ) :
= log; [det(L,, + [ — HH")] mMo| Tx | i| Rx
WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) ADM I N
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Channel Bondlng

In Kiirze:

>> Benutzung der doppelten Bandbreite statt 20Mhz 40Mhz
( Ubertragung doppelter OFDM Tréger (Orthogonal Frequency-Division Multiplexing))

Die zu Gibertragende Nutzinformation

mit hoher Datenrate wird auf mehrere
Teildatenstrome mit niedriger Datenrate aufgeteilt
(Moglich In 2,4 Ghz Bereich oder im 5Ghz Bereich)

Berechnung der OFDM-Signale
(nach diskreten Fouriertransformationen (IDFT))

(5 L
fﬂ_¥: f'w—?, w,veN

T _
L A2 ot o —F2T fut qp — 1, wenn v =w
T Jo 0 sonst

Che  (40,1)
20'& mu 0.&
Standard 802.11 channels are Channel bonding combines
effectively 20MHz wide. two adjacent 20MHz channels
Into a single 40MHz channel
providing increased throughput.

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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Unterscheidung zwischen

>> Single MAC Frame, multiple PDU (Protocol Data Units).
>> Bearbeitung in der MAC-Schicht, Umwandlung zu einem einzigen Header.
>> Entschlisselung (Decodierung) ist nicht individuell durch Empfanger maglich.

>> Multiple MAC Frame.
>> Bearbeitung in der MAC-Schicht, Umwandelung in mehrere kleinen Headern.

Requldr

SIFS|ACK] SIFS SFS| ACK

DIFS Backoff SIFS

SFs

Burst-ACK

DIFS Backoff S SIFS SIFS

Packet Aggragation

L

DIFS Backoff

1 Daten

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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Netzwerk Design

»Wie erstelle ich ein High-Performance Netzwerk*

Wie arbeitet eine WLAN Planungssoftware?
Beispiel Ekahau

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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Mittels automatischer Netzwerkplanung....

Automatisches finden der optimalen Anzahl der APs,

[© Plan Access Points Lo
Auswahlder .
Requirements 2 l;J(_DJEI
4 / Anforderung wie
Requresact: Base Conmacty v | e ) ,
Sional strength: at nast -55.0 dém z.B. VOIiP Mo WLAN Connection <7 NA gV usecrs
Number of APs: a2 least | when signal strength 3t least -85,0 dBm g
Ophimize Plan foe: @248 O56E nal Strength etor My accossports vl 5[]
| [ |
f\ccess Poinks Auswahl der APs mit o
AccessPorttype: | Gereek .11n Ousl Rado ~ +— Ihrem Parameter
SR Eia 1) Auswahl
S Do ps der Flache
Ackecns height: 24 m
B02.11n: [¥) Channel boeding (on S Grz)
[¥] Short guard interval
Channel Assignment
 Charnel patters | Single channel | None
Reguistory Doman: Unted States
2.4 Gz Channel assigrment: (3 16,11 O L,4,8,11
S GHz Channel assignment:  [V] U-NIT 1 (3648)
[CJuan 2 (52-64)
[ U1 Woorldwica JUNIL-2E (100-140)
[Ju-san 3 (149-1685)
| Creseflon ||  Close

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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Bereitstellung

und Verifikation

»Hat mein Netzwerk die gewiinschte
Performance”

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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HE COM Bereitstellung und Verifikation

Begehung Bereitstellung
> Einlesen von Gebdudepldnen u nd Ver|f| kat|0n

(Skalieren von Planen, Ausrichtung der einzelnen Rdume). »Hat mein Netzwerk die gewiinschte Performance
> Einstellungen fir die Vermessungen sind zu beachten \

[# Uberpriifung der Leistungsfahigkeit. \

. . e # Uberpriifung der Flichenabdeckung.
Visua I Isieru ng ( Unter Beriicksichtigung hochstmoglicher Sicherheit .)

> Feldstarke, Interferenzen, Round Trip Zeiten und weitere... >> Kontrolle von Einstellungen u. Ausrichtungen der APs.
>> Durchfiihrung von Lasttests und Sicherheitstests.

>> Dokumentation, Ubergabe und Wartung des Netzes.
Optimierung g J

lanung zusétzlicher Kanale, APs. oder Anderungen von Einstllungen

Planung zusatzlicher Kapazitaten!

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) ADMIN
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HE COM Bereitstellung und Verifikation

Bereitstellung
und Verifikation

»Hat mein Netzwerk die gewiinschte
Performance”

Spektrumsanalyse

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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Messung von Storquellen

# Findung von Storsignalen im Bereich 2,4 GhZ und 5 GhZ.

# Identifizierung der Art der Stérer.

> Bluetooth

> Telefone

> Mikrowellen

> Audio.- und Videolbertrager

# Standortlokalisierung der Stérquellen. Serdedaterns 5 1 6 o 1 1 o 4
R
Cigitalsignal Zeit
# Analyse iiber einen ldngeren Zeitraum. N -
> Findung von zeitlich intermittierenden Storquellen . h, Bedrenzung durch
EBandbreite
JM\ N"ﬁ’\ /‘\ Laufzeit-
LY \M{ \ verzerrung
T * P 4 FRauschen
Empfangs— -y 6 resultierendes
signal - % signal

ADMIN
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Bereitstellung
und Verifikation

,Hat mein Netzwerk die gewiinschte
Performance”

Wireless Site Survey mit TamoGraph

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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B TamoGraph Site Survey
. Project Survey View Settings Help

U Wb W) | 0| vsusktion: tone SRS 1iE
~ Group by ~ | Plans and Surveys | Properties | Options
SSID / Name { Add - Delete
= ] FloorS Name
] @ Cisco80211n
= -lGuestNd

B ‘ Cisco 802.11n
1 . D-Link802.11a
] & D-Link80211g
= | ImpexDD
El £ Cisco80211g
El & 2ZygateComm 802..
= ] 10BBY
1 & 3com80211g
= | wireless
7 & Zte80211g
= ] WILANO3
1 @ Cisco80211an
] & Cisco80211g
] @ Cisco80211n
= ] Zone2
L = AskeyCompu 802,
B & \asustekCom 8021,

‘ ’
1

(1) No project is currently open. Open an existing project or
w——— "y create a new one. New Project,

-~

ADMIN
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"E§ TamoGraph Site Survey

. Project Survey View Settings Help
o W b [ v | 0 | visuakeation: oo ow BB
- Group by ~
SSID / Name Ch Band Signal  Encryption Max.. Spati.. MAC Address
= 7] Foor5
1 @ Cisco80211n 1 80211n 80 WPA-CCMP,.. 3000 2 00:23:04:03:FETE
= | GuestNet
[l @ Cisco80211n 2(6) 80211n 68 WEP 2700 2 00:23:04:1B:81:01
71 ) D-link802.11a 36 80211 -37 WPA-TKIP 540 1 00:0F:3D:E9:05:01
[T & D-Link80211g 11 80211g -2] WEP 540 1 00:0F:3D:E9:05:01
] & Cisco80211g 11 80211g N/A  WPA-CCMP 540 1 00:22:90:78:0D:CD
Fl & zygateComm802.... 8 80211g N/A  WPA-TKIP 54.0 1 D00Z:CFAEBDAF
= [| L0BBY
71 = 3com8021lg 11 802119 -84 WEP 54.0 1 00:1A:C1:36:85:15
= | wireless
1 Zte802119 8 802119 -47 WPA-CCMP 540 1 00:22:93:1F:E7:64
= ] wiLANO3
[:] . Cisco 802.11an 161 (157) 80211an 65 None 3000 2 00:23:04:79:5B:31
] & Cisco80211g 6 80211g 78  WPA-TKIP 54.0 1 00:22:9049:F2:7F
[l @ Cisco80211n 2(6) 80211n -50 WPA-CCMP 300.0 2 00:23:04:89:C6:91
= 7] Zone2
Fl & AskeyCompug02.... 11 8021ig N/A  WPA-TKIP 54.0 1 D0:21:63:1C:F7:B9
Fl & AsustekCom 8021... 11 80211g N/A  WPA-TKIP 540 1 O0:E6:BAASSDAC
< | . d
& ORINOCO 802.11n USB Scanning: On
WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) ADMIN
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v | N
TamoGraph Site Survey = 8 %
- Project Survey View Settings Help

e W ——
| Group & New Project
SSID / Na
= CI FHod
1 Project name and description
= I ‘:. J Name: New Projed
Ep | Descrnption:
g |
= L Tegp
=) |
- p |
& [ 1o
T4l Project path
= ] wis <
: | C\Users\ADMIN\Desktop [ i/ Browse... ]
(=0 el
£l
] o This wizard will guide you through the steps required to create 8 new site survey project, Please specify
l;l the project name, type a brief descrigtion (optional), and specify the path for the project file. The
i —Z_ N project name will be used as the file name. Press F1 for more info
(=2 0
]
=)
[ Net [ conce |
e e e e e e e s e RS
« am ] o creat ew or Ew Project.
s ORINOCO 802.11n USB Scanning: On
L )
WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) ADMIN

www.admin-magazin.de



Bereitstellung und Verifikation

HEXCon

TamoGraph Site Survey

Indoor with high attenuation (enclosed office, apartment)
Indoor with medium attenuation (partially enclosed office, e.g., cubicles)
Indoor with low attenuation (airport, shopping center)

Outdoor with high attenuation (densely built urban area)

Outdoor with medium attenuation (lightly built urban or rural arez)

- M Outdoor with low attenuation (open space, stadium, etc.)
o M Measurement units: [md:us v]
i
e 0
o Select an environment that best describes the site to be surveyed. For each envirenment, the -
epphcation recommends 8 guess range, which is the diameter of the circle inside which the ;
F application predicts the WLAN charoctenstics with a high degree of cestainty. The application also |
= ' can compute WLAN charactenstics outside the guess range, although such computations have a =
][:] lower degree of accuracy. Check the "Extrapolate data beyond the guess range” boxto enablesuch «
= |
€ Lechl
'’ ORINOCO 802.11n USB Scanning: On |
| ng: |

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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HE&OM Bereitstellung und Verifikation T

-
TamoGraph Site Survey

 Project Survey View Settings Help

EELALELE . s

Indoor wath medium attenuation {partially enclosed office. e.q., cubicles
Indoor with low attenuation (airport, shopping center)

Outdoor with high attenuation (densely built urban area)

Qutdoor with medium attenuation (lightly built urban or rural area)

M

.

=3 Outdoor with low attenuation (open space, stadium, etc.)
s I Measurement units: [mctsus v]
e E
o Select an environment that best descnbes the site to be surveyed, For each environment, the -
apphcation recommends & guess range, which is the diameter of the circle inside which the ';
F application predicts the WLAN charactenstics with a high degree of certainty. The application also ":
& | £ can compute WLAN characteristics outside the guess range, although such computastions have a
= lower degree of sccuracy. Check the "Extrapoiate data beyond the guess range” boxto enable such  «
=
< il
if, ORINOCO 802.11n USB Scanning: On

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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TamoGraph Site Survey
Channdstoscan
5 0 | Channel Interval |
| W] 2.4 GHz80211b/g/n -

¥ 1 250 _J
& ‘ = 2 250 Scan interval:

l? 3 250 (250 v ms

v a 250 :

i 250
a- M % : ";; [V Use the same interval for all channels

= 7 250

Lo
- Vv 8 250
& F | @ 250 | | Selectchannels v |
° Select the channels to scan. The application scanner sweeps through the channels supported by the
wireless adapter to collect and analyze packets being sent on the selected channels, You might want to
| modify the channel selection if you know that some of the channels supported by the wireless adapter
& are not used in your WLAN, Press F1 for more info
¢ Lttt
' ORINOCO 802.11n USB Scanning: On |
WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) ADM I N
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HEXCon

Bereitstellung und Verifikation

TamoGraph Site Survey

£ Project SUI'KLV_I!W Setﬁl?gs Help

) Project Wizard

- Group kb Site M.
SSID / Na
= G Hlod
-l Add a floor plan or site map
& [ Ge
B
oy
.y -
e
, Specify image name:
D I No image selected =S
g | L
= [ 10
=)
e O
=8 |
= wi
=
i o Add an image file that contains the floor pian or site map of the facility or ares you want to survey. The
Fl image file should be between 250 and 2,500 pixels on a side. You will be prsmptcmo calibrate the map
M z later. Press Fl1 for more info.
= U 0
al |
|
=
< ; = » = Inew e INEW Froject.

4’ ORINOCO 802.11n USB

Scanning: On

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)
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' Zone A.ssprj* - TamoGraph Site Survey
Project Survey View Settings Help

[__] L] Hl b EM||V|smizaﬁon= None - | " e | e

4
< »
To calibrate the map, you need to know the distance between two points on the map. This could be the distance between two walls or
windows. Click on the first point and, while holding down the left mouse button, move the mouse pointer to the second point. Release the
left mouse button when the mouse pointer is over the second point. A red line indicating the distance will be shown. Now enter the length of
the red line and click "Apply".
The measured distanceis 0.00] 1 =i m l Apply l
J’ ORINOCO 802.11n USB Scanning: On
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[ BS Zone Asspij* - TamoGraph Site Survey
[ Project Survey View Settings Help
U k| b @ | I | visualization: [None

< »

o Walk along the planned path at a steady pace in a straight line. Every time you need te change direction, click on the map again to mark
your current location. When done, click "Stop” to finish the survey.

J ORINOCO 802.11n USB 10 1284%1347m - 592:979m 'Zoom82% ~ Scanning: On

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)




H o o .
HE&OM Bereitstellung und Verifikation

Zone Assprj* - TamoGraph Site Survey
|
. Project Survey View Settings Help
|
HOG H| b Ei‘;}l“ﬁhmmmluom .J:;-!: i
| Group by ~ 1 |0
SSID / Name |
= Floor_5
! @ Cisco80211n
= ] GuestNet :
1 @& Cisco80211n |
1 . D-Link802.112
7] &4 D-Link802.11g
= | ImpexDD
El & AsustekCom 80 |
i_j @ AsustekCom B0 ’,
Fl @ Cisco80211g g
1 & ZygateComm8 :
= | LOBBY B
FEl & 3com8d21lg
] wireless

Wi @ 3com 802.11n
¥ @ Cisco80211an
¥ ., Cisco80211g
¥ & Cisco80211n

= ceyCompu 81
E] & AsustekCom 80°~
< | m ’ ] < ’

| '-_}_ - —] -
|\ ORINOCO 802.11n USB ) 1493 %1566 m + 'Zoom 70% v| Scanning: On

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) AWPdmNmI!Nd



HEXCon

Bereitstellung und Verifikation

¥
Zone Assprj* - TamoGraph Site Survey

Project Survey View Settings Help

=2 T | [ ﬁb} |j:; IVlsualinﬁomLNone
 Groupby - -
SSID / Name
B Floor_5
1 & Cisco80211n
= [l GuestNet o
] @& Cisco80211n -
- D-Link 802112 -
-4 D-Link80211g
| ImpexDD
AsustekCom 80
AsustekCom 80
Cisco 802119
£ & ZygateComm 8
.| LOBBY
] & 3com80211g
| wireless
1 & Zte80211g
V] wLANO3
1) @ Scom 80211n
¥ @ Cisco80211an
¥ 4 Cisco80211g
| & Cisco802.11n
| Zone 2 )|
= We AskeyCompu 8l

»

i)

/Y

i

<

&

(S

il
=

| AsustekCom 80 ¥
PR ’ | P

J/ ORINOCO 802.11n USB

" 2

Name: C

SSID: WLANO3

MAC: 00:23:04:79:58:31
Vendor: Cisco
Channel: 161 (157)
Max Rate: 300.0 Mbps

E tion: None
ncryption: Non 1390 o

| Zoom 70% v] Scanning: On

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)

ADMIN

www.admin-magazin.de



HEXCon

Bereitstellung und Verifikation

Zone Assprj* - TamoGraph Site Survey

Project Survey View Settings Help

. Group by ~

SSID / Name

= W Floor 5
[l & Cisco80211n

= ] GuestNet -—
7] & Cisco80211n 2
71 .. D-lLink80211a
71 &y D-Link802.11g

] & AsustekCom B0
= @ AsustekCom 80
] & Cisco80211g
71 & ZygateComm8|_
= | LOBBY
7] 2 3com80211g
= ] wireless
71 = Zte80211g
= ¥ wiLANO3
M & 3comsd2iln
¥ & Cisco802.11an
¥l &, Cisco80211g
¥ & Cisco80211n
= ] Zone2
= Se AskeyCompu 8l
- 2 AsustekCom B0 ~
<« [uhd » «

SbiBLIBLIBLIBLIBLIBLIE LA

LJ = HI b i{t}l‘:ﬁlﬁsmﬁl&m None

None
Signal Level
Signal-to-Noise Ratio
Signal-to-Interference Ratio
AP Coverage Areas
Number of APs

Expected PHY Rate

Frame Format

Channel Bandwidth
Requirements

»

J ORINOCO 802.11n USB

10 1493x1566 m

'Zoom 767%—v], Scanning: On

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)

ADMIN

www.admin-magazin.de



H o o .
HE&OM Bereitstellung und Verifikation

Zone Assprj* - TamoGraph Site Survey ==
| Project Survey View Settings Help
U k| b (W) v | | visuatization: [Signai Level - [G) 22 | 15
. Group by ~ ]
SSID / Name
= M Ffloor S
| @ Cisco80211n
= Guestﬂet —
| @' Cisco 80211n !
':J .. D-Link802112
71 .4 D-Link80211g
= || ImpexDD
] & AsustekCom 80
B @ AsustekCom 80
Fl & Cisco830211g
71 = ZygateComm 8
= | LOBBY
71 = 3com80211g
= 7] wireless :
1 o Zre80211g ‘

>

i

FEFFHITFIT FIT I

= ¥ WLANO3
¥ @ 3comsoziin
¥ & Cisco80211an
¥l 1, Cisco80211g
@ Cisco 802.11n

¥

Zone

l e AsLeyCompu 8t
ey AsustekCom B0 ™

¢ L Bl L4 ] . u
G onn M s [Zeom o [] | Scoming 00|
WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) ADMIN

www.admin-magazin.de



1 o o .
HE&OM Bereitstellung und Verifikation

Zone A.ssprj* - TamoGraph Site Survey
- Project Survey View Settings Help
Do Wb e@w|E

- Group by ~
SSID / Name
m- Il Hoor 5

! & Cisco80211n
= ] GuestNet

7] §) Cisco80211n

71 = D-Link802.11a

1 oy D-Link80211g
= | ImpexDD

] & AsustekCom B0

E @ AsustekCom B0

] & Cisco802.11g

i ZygateComm 8 _
= | LOBBY

71 = 3com80211g
= ] wireless

1 = Zte802119
= ¥ wiLANO3

¥ @ 3coms0211n

¥ @& Cisco80211an

¥] L4 Cisco80211g

V! & Cisco802.11n
= ] Zone2 3
M =e AskeyCompu 8l
& AsustekComB0'Y

<« [om » P 2

Gorn BN DS D 1493x156m  +355:382m  [Zoom70% |~ Scanming: O
ADMIN

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) i

00002 108 101 10 008 100 108 S M




HEXCon

Bereitstellung und Verifikation

' Zone A.ssprj* - TamoGraph Site Survey

- Group by ~

SSID / Name
- Bl Foor 5
] @ Cisco80211n
= ] GuestNet
E @ Cisco 802.11n
71 ) D-Link 802112
7] &4 D-Link80211g
= || ImpexDD
] & AsustekCom 80
Fl @ AsustekCom 80
Il & Cisco80211g
1 = ZygateComm 38
= | LOBBY
] = 3com802.11g
= ] wireless
[ & Zte80211g
= ¥l wiLANO3
¥ @ 3coms0211n
¥ & Cisco802.11an
&4 4 Cisco80211g
¥ & Cisco80211n

. Project Survey View Settings Help

5 7] Zone2

<« [oni »

El & AskeyCompu 8!
F1 &) AsustekCom 80 ~

L

& ORINC i; 10 1493 x1566 m

+ ' Zoom70% |~  Scanning: On

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)

ADMIN

www.admin-magazin.de



J H o o .
HE&OM Bereitstellung und Verifikation

a Zone Asspr* - TamoGraph Site Su
) ey

Project Survey View Settings Help

=5 | b [E 53 j’.: IVusualtzxtiom';'Requitanents -] &.| 3 =
0 2 5 s ——
P ' L L . ‘ ' ' L) . I L L L} L} l . L ) ] l . I p'ms and Sw 'ope ~ [M
= | Plan/Map © =
Environment o S ‘
Requirements 9 8
Requirement preset:
o o< N E N I T 13
a Description Threshold
V1 Min. signal... -70 dBm
| Min. signal... 15 dB
¥| Min. signal... 20 dB
¥ Min. APs ... 2
3 ¥ with si... -70 dBm
¥| Min.PHY r... 11 Mbps
Y] Min. allow... HT-moed
V| Min. chan... 20 MHz HT
Scanner o 2

& onn EEESNEE S W o DS ' 55

Zo:n: 70% ‘; Scanning: On

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) ADMlN

www.admin-magazin.de



1 o o .
HE&OM Bereitstellung und Verifikation

' Zone A.ssprj* - TamoGraph Site Survey
Generate Report T R —
Plans and Surveys Visualizations -
= ¥ sample office no margins o Ay :
[V Survey 9/9/2010 1:39:06 PM | ] Map with no visualizations :
| |7 Survey 9/9/2010 2:28:52 PM [7] Signal Level Bl |
| | |¥] Signal-to-Noise Ratio (|
) V] Signal-to-Interference Ratio .l i
[¥] AP Coverage Areas il
" Number of AP= ¥
[¥] Expected PHY Rate =l !
e <[] Frame Format &
I Current AP selection mode: Selected APs [¥] Channel Bandwidth F
I Project information [¥] Requir -
Surveyor: i = 2 2
A N Additional items to include i
) Location: | Walkabout paths V| Map descriptions
|30 I V] AP hist V| Survey comments :
Description: :.
T . Output settings 1 ‘
Format: Paper sze:
\PDF v | [as -
[ Help ] Open report after generation |V [ Savq-} ] { Prnt,.. ] [ Cancel ]
J ORiNC SR pHY 10 1493x1566m  F 'Zoom70% |~ Scanning: On

ADMIN

www.admin-magazin.de

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)



HEX;on

- ™
"% Zone A pdf - Adobe Reader [ =T
File Edit View Document Tools Window Help x
M- & 9P 5 /19 @& ® 386% - | =5 o  Find -

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management) ARMMIN*



HE Xcowm

Troubleshooting
und Management

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)




CommView® for WiFi

O ]
: MEEE B RS . (e

Remote Appliance Controller

Capture Options

- Gereral

- hdapter
~§02.11

- Yirdh

- Hardware Profies
- Triguers

-~ Fikers

-~ Statistics Cutput
- Analysis Optians
- nalysis Modules

Adapter

¥ X

o e

l@(} Module: Airpcap Witeless U3B Adapter
19 Ml i Remeke Adpter
8 Modles Cico Remok ddepter
5 Mockdes NetFlow Ardlyzer

12 Mede: OmnRFerather

) New Adapter

- P12 ma(10.4.5.244) inuse

WLAN Analyse Webinar (Site Survey — Troubleshooting — Management)

ADMIN

www.admin-magazin.de



Access
Point

CommView® for WiFi

>> Um Sichheitsrichtlinien zu Uberpriifen.

>>Um Rogue APs und Clients auswendig zu machen.
>> Um Wireless security Attacken zu verhindern

>> Um Performance und Qualitat zu Uberwachen

>> Um Tiefgehende Protokollanalysen zu starten.

Air-link " Ethernet

HEXCOM®
Remote Appliance

WLAN Private
Router Network Server

Controller

Ethernet

>>Zum Nachverfolgen der WLAN Packete
>> Zum Sicherstellen des “Q0S”
>> Zum Betrachten von VPN/MPLS “Wahlverfahren”

>>Zum Uberblick gesamter Netzwerklatenzen.
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Troubleshooting
und Management

Beispiele der Mobilen Wireless Analyse
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Wireless Capture Adapter flir CommView WiFi
,,» The big brother from AirPcap Adapter “

Der selbe Hersteller, wie fiir den AirPcag

Die gleiche Leistung wie der AirPcag

Doch der Preis macht den Unterschied.

AirPCAP NX = Durchschnitt 590,00 EUR*

CommView WiFi Adapter = Festpreis 100,00 EUR*

* = netto
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Scanning l Options I

access Poinks & Hosts I Signal I | Details:

El Channel 5 Is Access Poink: Mo

e Ul BelkinCarnmp: 60 CC 00 Is Wireless Hosk: Yes

B GemtekTech:D0:a4:92 2 mmmEE WEP /WPA: Mo
= Channel 2 S5I0: ofFice (Ad Hoc)
Eg a9 05 GE B Signal Level: 50
Eg R MALC Address: 00:30:BD:a0: CC: 00
ScomEurope: &4 50:CE IP Address: e
“B Intel:50:3F:16 EEEEm
— Scanner
% Metgear:41:B4: 20D ] Juimim
B D-Link:SE:CS:icz mmmOO Slezp Sesnining
(29 BelkinZomp: a0 ZC:00 EEEOO Resat Save ...

Seleck a channel and click "Capture” ko close the
scanner window and stark capturing

Band: |s0z.11b/g - |
_hannel: IS - I
_apkture I
302.11b/g: Scanning chann=sl 2 ...
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File Search ‘iew Tools Setkings Rules Help
' J-F- QW T 2L LN PR
LBl Y-F-le X AR N
@1 Modes Channels | @ Latest IP Connections | 7 Packets | Logging | @ Rules | [ alarms |
MaZ Address = | Channel | Type | S5ID | Encryphion Signal Rake Brvtes Packets | Retry | ICY Err...
EEAP_DLINK 11 AP PING... WPA-CCMP  S1f69/81 1/S.78/54 122,801 1,749 66 0
@3 LinksysGros60:69:05 11 STA W PA 169178 1/32.44/48 27,549 377 0 0
EE AP DLINK 161 AP PING...  WEP 2350063 6/46.41/54 2,799,695 53,090 551 0
@3 Pradmm 161 STA WEP 41J61/80 6/53.2/54 1,907,059 25,669 124 0
Capture: On |F'an:ket5: 61,071 | Kews: WEP,'"WPA |.ﬁ.utn-5aving: OFf  |Rules: OFf flarms: OFF  |0%: CPU Usage | i
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File Search Wiew Tools Settings Rules Help
WY F-1edWpd 22l P eI
| ]| w L]

[_Ej Modes Channels ‘a:;‘,. Laktest IP Connections | % Packets | Logging | @ Fules | g:b alarms |

Channel -~ | F‘an:ketsl Daka | Mgk | Zkrl | Signal | R.ake | Encryplion | Fekry | 1Y Errors | ZR.C Errars |
B z ] 2 ] 319695 11111 ] ] ] ]

7 2 0 i 0 939495 1/111 0 0 0 0

g & 0 & 0 61/73/50 1/1j1 0 0 0 1

g a 2 2] ] 50/56)53 1111 2 ] ] ]

11 1,505 216 1,086 233 1f69/86  1)9.91/54 216 75 2 33

1z 44 = a5 ] 637030 1111 = 9 ] 1

13 24 0 23 1 SOfE4E0  1)5.17/54 0 1 0 2

el 57,828 28,199 1,911 27 TEZ 18/55/31  5/34.66)54 27,229 941 2,805 3,085
Capture: OFF  |Packets: 62,063 | Kews: '"WEP,WPa BAuto-saving: OFF  [Rules: OFF &larms: CFF 1% CPU Usage | o
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File Search “iew Tools Setkings Rules Help
WY P REPeTEE LSS SR
'{?_j Modes | Channels ‘;'5:;: Latest IP Connections % Packets | D Logging | @ Rules | % Alarms |
Source [P < | Destination IP In ok | Sessions Parts Haskn. .. Eytesl
192.1638.0,1 192,168.0.3 1599 1242 a nethios-s5n,3017,3... 2,009,081
12.13.14.15 192,168.0.3 ] 1 ] 3016,ne Ml
192.1658.0.14 192,168.0.3 0 a n 3015, nel
192,1658.0,50 192,168.0.3 1751 1699 n Copy 3
192.168.0.3 192,168.0,255 0 a n nethio Show all Parts ..
192.168.0.1 238.239.238.239 1] 15 0 netbios-doqi Daka Transfer ...
b 192.1658.0.1 192,168.0,22 237 492 a microsoft-c
Jurnp Ta k
192,168,022 192.168.0,50 14 12 2 1044, bk
192.1638.0,1 192,168.0,255 0 g n netbios-ns,  Smarthihois k
192.1658.0,22 192,168.0,255 0 3 n nethi
Create Alias 2
Save Latest IP Connections As ...
Clear Latest IP Connections
More Statiskics ...
Capkure: On |F‘an:ket5: 25,932 | Keys: WPA |.C'.ut|:|-5aving: OFF  |Rules; CFf flarms: OFf 1% CPU Usage v
ADMIN
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File Search M“iew Tools Settings Rules Help

0O0P0Y-F 2%

ok e Rdhrdhalin

@ MNodes I LAl Channels I W Latest IP Connections 'E Packets

Logging | @ Rules | E:b Alarms |

-

S MaC

GemtekTe, .,

Desk Mg
Intel:95:0, .,

Pratocal

192.165.0.4

Desk IP

Rate | Mare details

Src Pork

Desk Part

o Tirnetr 1312155, 677507

MMGT/EEA...  MwaP Broadcast P 1]
IPUDP GemtekTe,,. 01:00:5E:... 192.165.0.4 239,255.2... -
IPDP GemtekTe,,, 33:33:00:... 158.22.250,0 0.0.0.12 19200 Cuick, Filker F pted..
aRF RED) aemtekTe,,. Broadcast 192,168.0.4  192.168.0,1 M/A Open Packet(s) in Mew Window  » phed. .
MMGTEER... MyhP Broadcast T M T @I,
S — — —— S Create Alias 3 -
Oz000n o2 41 zZC 00 Q00 OF 200 ES-05 00 00 14 A5 20 &1 ZF
Qx0010 o0 0z B2 96 0OC EC Z0 AE-An AR 0OZ 00 00 OO0 08 00 - Copy address 3
Qz00Zz0 4L 00 00 4F EZEC F7 40 00-80 0& 4C 5C CO A2 00 04 E.
0x0030 CO A% 00 Ol 0l BD OB CE-EE DS 65 OC Fl 6F ES oz A0 -0py Packet
Ox0040 E0 12 40 DE Q& &I OO0 OQO-00 00 Q0 2 FF 52 4D 42 P Send F‘aEkE.'tI:SII k

_ Sawve Packet(=) As ... lg
[=]- Wireless Packet Info -

. Signal lewel: 044 (58] SmartyWhois b

.. Rata: 540 Mbps

. Band: 802,119 Clear Packet BuFfer

. Zhannel: 11 - 2462 MHz

.. Crate: 7-Jul-2006 Decode As *

=

Capkure; OFF |F‘an:k.ets: 29,693 | Keys: WEP, WP

|.ﬂ.utu-saving: OFf

Fonk 3
Fules: QF%
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File Edit Settings

Contents I Session Analysis

TCP Session

Eile Edit

Conkents ISession Analysis I

Settings

GET swiki/Computer network HTTP/1.1
Aocept: dmageSgif, image/x-xbitwmap,
application/x—shockwawve-£flash,
applications/vnd. ns-powerpoint
g

image/jped, image/pipeg,
application/vnd ms-excel,
application/msword,
applications/x—=ilwerlight
Deferar:

http: Sl . google . confsearch?sourceid=navclient 4ie=UTF-S84rl==1T4GFRC_=nRTZ2Z0
RUZZSag=networking

Aocept-Language: en-us

TA-CPU: xE2&

Aocept-Encoding: gzip, deflate

User-igent: Mozilla/4.0 (compatible; METIE 7.0; Windows MWT &5.1; _HET CLE
Z2.0.E507z7; _NET CLE 1.1_43zZ2)

Host: en.wikipedia.org

Commection: KHeep-aAliwve

HITPA1.0 Z00 0K

Date: Mon, 17 Dec Z007 02:50:04 GMT _I
¥ MyIP:1068 =3 rr.pmtpa.wikimedia, org:80 * 1,472 bytes in 4 packetis) Display type:

W rr.pmtpa.wikimedia. org:80 == MyIP: 1068 * 24,372 hytes in 19 packetis)
Tokal 25,844 bytes in 23 packet(s), Session time: 3 second(s)

Mavigakion:

=1

Fil= Edit
Conkenkts

Setkings

Seszion Analysis I

GET fimagesTg=thn. it 3r10jE1 X Ch: http: Mavderagon .comiblogiwyp-content/uploads/2007 A Dronline_business_r_*
http:Mimages .google . comimages Tsourceid=navclient&ie=UTF -S5&rlz=1 T4GFRC_enRUZ220R U225 8g=networking .
*86 Accept-Encoding: gzip, deflate User-Agent: Mozilla#4 .0 (compstible; MSIE 7.0, Windows MNT 5.1, WET CLR 2.
Connection: Keep-Alive Cookie: PREF=ID=38aaa705a1a4 5060 TB=2:Th=1154837720.Lh=1154957925. S=k1 "
MID=7=BF DhjwsxskirkElghIOB1 9 Zg3v4 SuGhlZ et _L4jS7 GhMzdu G 7SE20UTPwp2f 9d 3GhnyFo M HmzlE1 Bl
HTTPA 1 200 Ok Content-Type: imagefpeg Cache Contral. masx age=604800 Server: btfe Content Length 24DBJ

GET fimagesFo=thr b7 slpCIrvWE1 oh: hitp: Massets xbox. comien-us/support!_images Metworking_LseS jpg HTTE
hitp: #images google comimages Psourceid=navclient&ie=UTF -G&rlz=1 T4GFRC_enRLU220R U225 &0=networking .
*86 Accept-Encoding: grip, deflate User-Agent: Mozillasd 0 (compatible; MSIE 7.0; Windows NT 51, NET CLR 2
Connection: Keep-Alive Cookie: PREF=ID=38aaa705a1 245060 TB=2:Thi=1134337 720 Lh=1154957925: S=k1 ik
FMID=7=BF DhjwaxsktrkEIgh OB 1 9 Zg3wa SuahlZ ek _L 457 ahklzducrs | TSG20UTPwp 21 9daGhnyFeJTHmzIE1 BIL:
HTTR#M 1 200 OK Cortert-Type: imageipey Cache-Control: max-age=604300 Server: btfe Cortent-Lencgth: 2137

o

Cisplay bype:

[v MyIP:1102 => 216.239.59,104:80 * 6,398 bytes in 9 packet(s)
V¥ 215.239.59,104:80 == MyIP:1102 * 33,326 bytes in 29 packet(s)
Total 39,724 bytes in 38 packek(s), Session time: 1 second(s)

MNavigation:

Web Images Maps Mews Shopping Gmail more * Blogs Books Calendar Docoments Fintd

Computer network - Wikipedia, the free encyclopedia

Aocomputer network is an interconnection of a group of computers. Metworks m:
classified by what is called the network layer at which they operate

en.wikipedia orgiuikifCompiter_networks - 0k - Cached - Similar pages

Hetwork - Wikipedia, the free encyclopedia

In general, the term network can refer to any interconnected group or Sys
specifically, a network is any method of sharing information between two
en.wikipaedia orgiuikifMetwork - 25k - Cached - Similar pages

[ twbore resubts from en.wikipedia.org ]

e —

Sign in
Goocle
networking Search |W
Web  Books Scholar Results 1 - 10 of about 25,000,000 for networking [definition]. (.14 seconds)

Sponsored Links

IESE Executive Education

Intemational hanagement Programs
for zenior Bxecutives. Sign up now!
i ese eduy

mil

¥ MyIP: 1065 == Im-in-F104.google.com: 80 * 818 bytes in 1 packekis)
¥ Im-in-F104. google. corme 80 == MyIP: 1065 * 6,870 bytes in & packek(s)
Taokal 7,688 bytes in 7 packetis), Session time: 0 second{s)

Display bype:
m

Marvigakion:

-

TCP Session

Eile  Edit

Contents  Session Analysis I

Settings

Data Transfer Time:

—— FTEOET [RF] ;I
14:14:38.561504 Seq: 1 (ZE53554576) Ack: 1 {2527424013) 3 =
0.000254 Data: 565 Flags: [PSH ACK]
Seq: 1 (Z853554876) Ack: 1 (2827424013
a1 )k 1 S
=
Flags: [ACK]
14:14:38,. 750393 €_ELEq: 1 {2G27424013) Ack: 566 (2853555441 o
0.188583 [rata: 1460 Flags: [ACK]
14:14:35. 753424 3 Seq: 1 (Z527424013) Ack: 566 (2853555441) -
0.003031 [rata: 1460 Flags: [ACK]
14:14:358, 755387 e'SE: 1461 (ZE27425473) Ack: S66 (2853555441)
0.001363
14:14:35.755418
0000021 Flags: [ACK]
Seq: 566 (2853955441) Ack: 2921 (2827426933
g ¢ bl ¢ __l> 8
ruesas e e rnir e | 9 =]

Connection Time:

Server Response Time:

_(ol ]

0.1868355
0. 000964

2.839024
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[+ MyIPi1068 == rr.pmtpa.wikimedia.org:80 * 1,472 bytes in 4 packet(s)
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Total 25,544 bytes in 23 packet(s), Session time: 3 second(s)
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e

Alarm Setup

— General

Marne: ISDCKS Probe

[+ Enabled

— Alarm bwpe

i+ Packet occurrence (enter a Formulal:

ipproto=tcp and dport=1020

— Sckion
T Display message:

T Pronounce message:

[+ Play sound:

IE:'I,FLing.wav

I Launch application:

i IEE':.-'I:E:S per second ""'I |:=~ ""I |1 j Earamekbers:
i Unknown MAC address: Configure .., I+ Send e-mail ta:
[119999777755@pager icq.com %%I
i Unknowen IP address: Eonfigure ... Add ket
) IF"r’Dl:lE From “SIP<s
i Rogue 4Ps: Configure ...
[T Enable capturing rules:
i~ ad Hoc Metworks: Configure ... I
[+ Disable other alarms:
— E k
vENk OCCUrrences IDNS Erobe
Events needed ko krigger: 1 %'
I —= v Skart logging
Times ko krigger this alarm: IS j [~ Stop logging
K I Cancel I
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Ei Send Packet

- Wireless Packet Info Ox00: FF FF FF FF FF 00 Z0 A& 4F F4 CZ [@.. _irmnmr. 1064
--3'3'2-11 Oxl0: FF 50 11 00 00 0Ol O 0OZ 04 OB 16 s P. o oo - - ..
EI--F":':'b;;'ZID'-'E“ Ox20: 04 1z 24 &0 &C --0HZ. .31

.. Suppotted rates
[+ Extended Supparted Fat

< | >
w| = -

Templates =
aRP

Eeacon

ProbeRequest

— Packet 3enerator
Packet size: o ] Conkinuausly Send
Packets per second: 550 = () |1 —= 1 kimefs) |
=l : | e =
802.11 rate, Mbps: 45 = ILu:ung Preamble |

ADMIN
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File Search “iew Tools Settings Rules Help
B F? el -r¥-| AR GE:
DEWCEE Z ez S |5
@j Modes | Channels | S Latest IP Connections | % Packets | Logging | @ Rules | % Alarrns YoIP |
i SIP Sessionz [3] # S|P Sessions
@ H.323 Sessions (0] arc P Dest [P Start Time End Time Duration | Status
@ RTP Streams [2) 2105412521 21054125100 E:52:11 Phd B:52:48 PM 0:00:36.4  Completed
@ Redgistrations (1) 2105412521 21054125100 B:52:12 P £:52:51 PM 0:01:33.2 Mot acal
. 2105412521 21054125100 E:54:20 Phd 6:54:20 P 0:00:00.1 Mot acall
i Endpaints [2) . | _'*I
i Erors [B)
¥ Call Logging #  SIP Session »
i Report Call Infa | RTP Sheams [2]|
| | Tirne | Dgerat...l Regquest/Response
= Timing :l 18521, INVITE IMVITE sip:B435;
Start Time 8/23/2006 B:5211 PM 18:521.. 4= 100 Trying
End Time 8/23/2006 B:52:48 PM 18:521.. 42 401 Authenticatic
Duration 0:00:36.4 J 18:521.. ACK, sip:B495245
= Quality 18521, INVITE IMWVITE sip:B495;
MOS Scare 34 18:521.. <= 100 Trying
R-Factor BB 18:52:1... 4= 183 SessinnFEiLI
= SIP =1 LF R b
Capture: OFF  |Packets: 391 | Keys: WPA |F'.l.||:|:|—5a\-'ing: OFF |Fll.|les: 1Gn |.ﬁ.larm5: OFF |4°.-"-:. CPU Usac |F'FL.REQ o
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El ¥olIP Log Yiewer [G.723 including SIP.ncF]
File
¥ SIP Sessions [3]
@ H.323 Sessions (0]

& SIP Seszons

Src P

Dest [P

Start Timne End Time Duration | Status Sr
@ RTP Streams [2) 210584125221 21054125100 5211 P BB 48 P 0:00:36.4 Completed
@ Registrations (1] 21084125221 21054125100 5212 PM B:53:51 P 0:01:39.2  Mat acal
) 21084125221 21054125100 B:54:20 P B:54:20 Pid 0:00:001 Mot acall
W Endpoints [2] « | _"I
@ Erors (B]
& SIP Seszion o
Calllnfa | RTP Streams (2) |
| | Time | Request/Response
= Transport Infor... = 12:52:11. 965000 IMYITE =zip:12345673901 @tam-:uﬁ.-;
S|P 210,54 125 221 18:52:12.021000 <= 100 Tiying
Sz Port 30E2 185212021000 = <= 401 Authentication required
Dest IP 21054125100 = Header
Dest Port R0E0 SIP/2.0 401 Authenticahic
Pratacal UoP Via: SIP/2.0/0DP 19216813
= Timing From: <zip: 232684503 tamos. oo
Start Time 8/23/2006 B:52. To:
End Time 5232006 B:52. . <zip: 123456733070 (@tamos. cor
Dy"atit'ﬂ 0:00:36.4 Call-1D: 29002E192.168.131. 7
= Guality CS5eq: 20 IMVITE
kMOS Score 34 WA Lthenticate: Digest
F-Factar GG realm=""sip.tsft loc ' nonce=""C:
= SIP Server CommuniGatePro/5.0.T
Call 1D 29002=192 16... Content-Length: 0
= Calling Party S = Content
Sz Dizplay ... [hane]
SicSIP A, 23268450 tamo. . 18:52:12.034000 ALK sip:1 2345678901 @tamas. cor
Sz Tag 16403 10-F7-12 NAENNN o IMATE cire1 P RARETRAN (R arans o
Src UzerAg.. PortSIP softpho... ;I 1 IQ L

v
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El ¥oIP Log ¥iewer [G.723 including SIP.ncf]

File

@ SIP Seszzionz [3)
i H.323 Sesszionz (0]

# HRTP Streams

MOS
W RTP Streams [2] | 2o s e
@ FRegistrations (1) 25221 210, 541251["] 55214 F"M I:ll:ll:l34|:|
@ Endpoints [2) 1| | _IrI
@ Frors
Stream Info I Charts |
| | Time | ssmRC | .. | Payload Ma.. | Jiter . | RTI
= Transport Infor... - 185223902000 367737761 1 ITU-T G.723 000 a
Src P 210541251007 | 185223926000 3I677I7E1 2 ITU-T B.723 075
Sro Port BOG3S 18:52:23.968000 36777 7E1 3 ITU-T G.723 1.45
Dest IF 2105412521 18:52:23.937000  367Y737FE1 4 ITU-T G.723 2.05
Drest Part 2070 18:5224.028000 367797761 5 ITU-T G.723 261
Pratocal uopP 185224047000 367797761 B ITU-T G.723 213
= Timing 18:52:24.083000 367737 76E1 7O ATU-T G.723 3.69
Start Time 8/23/2005 B:...
End Time 8232008 B Stream nfo Chats |
Diuration 0:00:22.3 [Packet Court = oe | N | -
=l Quality e o s e e [ ] o e e
MOS Score 3.4 XTSI — Dupicates :
R-Factor EE B; z 2 B 3 B
= RTP Statistics S 55 5 5 S
RTP Facket Co... 753 [ Stream Bandwidth =] = | [Packetintervals
Lozt Packets 27 [3.5%] £ 204
s T S
Sequence Ermors 0 E o .
= Metwork Utilizat._. 2 g 2 2 z 2 S g B oz 8 -
= Total Traffic [byt... 58,734 = = = = = 2= = = = = =
Mebwork Tra 1 B2R 3 aen o LU | i
S
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El ¥oIP Log Yiewer [G.723 including SIP.ncF]

@ H.323 Sessions (0] Time IF Address Call 1D Error Class Error Description
@ RTP Streams [2] 18:52:12.021000 21054125100 2900219216, Athiorization 407 Authentication required
@ FRegistrations (1] f1Eh2 2 1 ZE000 21054 125100 2.... Authonzabion 407 Authentication required
) 18:52: 30563000 21054125100 296192168, Authorization 407 Authentication required
@ Endpoints [2] 185309.861000 21054125100  2896@192.168.... Authorzation 407 Authentication required
@ Ermrors [B) 18:532:51.124000 21054125100 2896132168, Authorization 407 Authentication required
18:54:20.174000 21054125100 g95Em192.7168....  Authorization 407 Authentication required

4] | -

&  S5IP Seszsion =

CallInfo | RTP Streams (0] |

| I Time I Reguezt/Rezponse

= Transport Infor.__ - 18:52:12.043000 REGISTER sipctamosz. com:G060
Sic P 21054125220 7 | | 185212126000 <= 401 Authentication required —
Src Port 2063 18:52:12.1 20000 REGISTER =zip:itamos. com: 5060
Dest P 21054125100 18:52:12.186000 <= 200 0k
D=t Port 5060 18:52:30.21 7000 REGISTER =zip:tamos. con: 5060
Fraotocol 1DP 18:52: 30568000 <= 401 Authentication required

= Timing 18:52:30.520000 REGISTER szipctamos. com: 5060
Start Time B/23/2006 652 18:52: 30762000 <= 200 0K
End Time 2232006 6:53.. 18:52:09.2713000 REGISTER zip:itamos com: 5060
Druration 0:0:39.2 18:53:09.261000 <= 401 Authentication required

= Quality L 18:53:09.2866000 REGISTER =zip:tamos. con: 5060
MOS Score ? 18:53:09.937000 <= 200 0K
R-Factaor ? 18:53:51.143000 REGISTER =ipctamos. com: 5060

= SIF 18:53:51.124000 <= 401 Authentication required ||
Call ID 20961 32.168. . 18:52:51.130000 pd REGISTER sipitamos.comn:2080

= Calling Part 10-E2-F1 2E2000 @ 200 M
!:urngrfli:tnlayu ;I 1 IQ T _"'l—l

N
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- Patrick Petersson
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